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Data Protection Policy 

Introduction 

Emanuel School is committed to being transparent about how it collects and uses data in line with the 
principles of the UK General Data Protection Regulation (GDPR) and the Data Protection Act 2018 
(DPA 2018). The school collects, holds and processes information about staff, pupils, their parents, its 
contractors, governors and other third parties1 for academic and administrative purposes, as well as 
to comply with its statutory obligations.   

The school, as ‘data controller’, is liable for the actions of its staff and governors in how they handle 
data. All staff including temporary staff and volunteers have a part to play in ensuring we comply with 
and are mindful of our legal obligations.  

This policy sets out the school’s expectations and procedures with respect to processing any personal 
data collected from data subjects. The way in which data is collected, stored, processed and destroyed 
is described in more detail in the school’s privacy notices and other associated policies which should 
be read in conjunction with this policy.  

In addition, this policy represents the standard of compliance expected of those who handle the 
school’s personal data as contractors, whether they are acting as ‘data processor’ on the school’s 
behalf or as data controller responsible for handling such personal data in their own right. 

Emanuel School is registered with the ICO (registration number Z6672867). 

Associated Policies 

The Data Protection Policy is of relevance to many other school policies and guidelines that should be 
read in conjunction with this policy: 

▪ Safeguarding and Child Protection Policy 

▪ Privacy Notice (staff, pupils, parents, alumni, governors) 

▪ Data Retention Policy 

▪ Taking Using and Storing Images Policy 

▪ Staff Code of Conduct 

▪ CCTV Policy 

▪ Data Breach Procedure 

▪ Data Protection Guidelines for Staff 

▪ Procedure for Responding to Subject Access Requests 

▪ Information Security Policy 

▪ Laptop and Mobile Device Policy 

▪ Whistleblowing Policy 

▪ Disciplinary Procedure 

▪ Recruitment Policy 

▪ Communication with Parents 
 
This list of policies is not exhaustive. 

Data Protection Terminology 

Key data protection terms used in this policy are: 

Data Controller – A person or organisation that determines the purposes and the means of processing 
personal data and who is legally responsible for how it is used. Emanuel School processes personal 

 
1 Third parties may include suppliers, volunteers, visitors, applicants, alumni and others. Staff, pupils, parents and 

other data subjects/third parties may include past, present or potential members of those groups. 
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data relating to pupils, parents, staff, governors, visitors and other third parties and is therefore a data 
controller.  

Data Processor – A person or organisation that processes personal data on behalf of a data controller, 
for example a payroll provider or other supplier of services with whom personal data may be shared 
but who is not authorised to make any decisions about how it is used (see also the definition of 
‘Processing’). 

Data Protection Impact Assessment (DPIA) – A DPIAs is a tool used to identify risks in data processing 
activities with a view to reducing them.  

Data Subject – This is the person the data/information relates to, the identified/identifiable individual 
whose personal data is held or processed. There may be more than one data subject, such as when a 
record concerns an incident involving two pupils.  

ICO – The Information Commissioner’s Office (ICO) is the UK’s independent body set up to uphold 
information rights. It can provide guidance to promote good practice and take enforcement action 
where there is a breach of data protection legislation. 

Personal Data Breach – A breach of security leading to the accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to, personal data. 

Personal Information (or ‘personal data’) – Any information relating to a living individual by which that 
individual (data subject) may be identified. This may include the individual’s name or any other form of 
identifier, digital or contextual, including unique ID numbers, initials, job titles or nicknames. Personal 
information will be created almost constantly in the ordinary course of work duties (such as in emails, 
notes of calls and minutes of meetings). The definition includes expressions of opinion about the 
individual or any indication of the school’s or any person’s intentions towards that individual.   

Privacy by Design – Considering data protection and privacy from every angle in everything you do or 
plan. 

Processing – This involves any activity that involves the use of data. This includes but is not limited to 
obtaining, recording or holding data or carrying out any operation or set of operations on that data 
such as organisation, amending, retrieving, using, disclosing, erasing or destroying it. Processing also 
includes transmitting or transferring personal data to third parties. Processing can be automated or 
manual.  

Special Categories of Personal Data – This is personal data which is more sensitive and needs more 
protection, including information about an individual’s racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, health and medical conditions, sex life or 
sexual orientation, genetic or biometric data.  

Data Protection Responsibilities 

Compliance with the UK GDPR and Data Protection Act 2018 is the responsibility of all; please refer 
to Responsibilities for all Staff. 

At Emanuel School, the bursar is the data protection lead. Day to day, the compliance manager will 
deal with requests or enquiries and endeavour to ensure that all personal data is processed in 
compliance with this policy and the principles of applicable data protection legislation.  

The data protection lead and compliance manager form the data protection response team. Their 
responsibilities include the reporting of serious data breaches to the ICO. 
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Responsibilities for all Staff 

It is in everyone’s interest to get data protection right and to think carefully about data protection issues: this 
means handling all personal information held by the school fairly, lawfully, securely and responsibly. Data 
protection law is therefore best seen as a code of useful and sensible checks and balances to improve how we 
handle and record personal information and manage our relationships with individuals. This is an important 
part of the school’s culture and all its staff and representatives need to be mindful of it. 

Staff are required to inform the school if they believe that any personal data is inaccurate or untrue 
or if they are dissatisfied with how it is recorded. That applies to how staff record their own data and 
the personal data of others in a way that is professional and appropriate. 

Data Requests - Staff need to be aware of the individual’s legal rights set out in this policy. In any event 
that staff receive a request from an individual/data subject who is purporting to exercise one or more 
of the data protection rights, they must tell the data protection response team as soon as possible. 
Especially Subject Access Requests have to be forwarded immediately. 

Data Handling – All staff have a responsibility to handle the personal data which they come into contact 
with fairly, lawfully, responsibly and securely and in accordance with all relevant school policies and 
procedures – especially as there are data protection implications across a number of areas of the 
school’s wider responsibilities such as safeguarding and IT security. 

Data Breaches – Staff are required to report every (suspected) data breach as soon as possible to the 
data protection response team using the Data Breach Reporting Form (Firefly). If staff are in doubt as to 
whether to report something internally, it is always best to do so. A personal breach may be serious, 
or it may be minor; and it may involve fault or not; but the data protection response team always 
needs to know about them to keep a record and make a decision if the ICO and/or individuals need 
to be notified. Staff should refer to the Data Breach Procedure for further details. A failure to report a 
data breach could result in significant exposure for the school, and for those affected, and could be a 
serious disciplinary matter whether under this policy or the applicable staff member’s contract. 

Data Security – Data security is not simply an online or digital issue but one that effects daily processes 
like filing and sending correspondence. Staff are responsible to comply with rules described in the Data 
Protection Guidelines for Staff which include password protection, computer access restriction and 
secure file storage. 

Other responsibilities include but are not limited to: 

▪ Only allowing others to access personal data if they have appropriate authorisation; 

▪ Informing the school of any changes to their personal data, such as change of address, mobile 

number or bank details. 

▪ Attending data protection training as required; 

▪ Completing Data Protection Impact Assessments (DPIA) as required; 

▪ Contacting the data protection response team in the following matters: 

 

o If they have concerns that the policy is not followed; 

o If they are unsure whether or not they have a lawful basis to use personal data in a 

particular way; 

o If they are unsure about the security measures that need to be put in place to protect 

personal data; 

o With any questions/concerns about the operation of this policy, data protection law, 

retaining personal data or keeping personal data secure; 

o Whenever they are engaging in a new activity that may affect the privacy rights of 

individuals; 

o If they need help with any contracts or other areas in relation to sharing personal data 

with third parties. 
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Staff are required to take regard of the Data Protection Guidelines for Staff that describe staff 

responsibilities in more detail.   

The Data Protection Principles 

The GDPR sets out six principles relating to the processing of personal data which must be adhered 

to by data controllers (and data processors). These require that personal data must be: 

1. Processed lawfully, fairly and in a transparent manner in relation to individuals and not 

further processed in a manner that is incompatible with those purposes; 

2. Collected for specified, explicit and legitimate purposes; 

3. Adequate, relevant and limited to what is necessary to fulfil the purposes for which it is 

processed; 

4. Accurate and, where necessary, kept up to date; every reasonable step must be taken to 

ensure that personal data that is inaccurate is erased or rectified without delay; 

5. Kept for no longer than is necessary for the purposes for which it is processed; and 

6. Processed in a way that ensures it is appropriately secure, including protection against 

unauthorised or unlawful processing and against accidental loss, destruction or damage, using 

appropriate technical or organisational manners. 

Emanuel School implements appropriate technical and organisational measures to demonstrate that 

data is processed in line with the principles set out in the GDPR. This involves, but is not limited to: 

▪ Keeping records of our data processing activities, by way of logs and policies; 

▪ Documenting significant decisions and assessments about how we use personal data (incl. Data 

Protection Impact Assessments); 

▪ Generally having an ‘audit trail’ regarding data protection and privacy matters. 

 

Lawful Grounds for Data Processing 

The school must have a lawful ground to process the data about an individual. Our privacy notices set 

out how we use data. 

Before the processing starts for the first time, the school will review the purposes of the particular 

processing activity and select the most appropriate lawful basis for that processing. The school may 

only process a data subject’s personal data if one of the following fair processing conditions are met: 

▪ The data subject (or their parent as appropriate) has freely given clear consent. 

▪ The data needs to be processed so that the school can fulfil a contract with the data 

subject/individual, or the individual has asked the school to take specific steps before entering 

into a contract. 

▪ The data needs to be processed so that the school can comply with a legal obligation. 

▪ The data needs to be processed to ensure the vital interests of the individual (e.g. to protect 

someone’s life). 

▪ The data needs to be processed so that the school can perform a task in the public interest 

and carry out its official functions. 

▪ The data needs to be processed for the legitimate interests of the school or a third party.  
 
Where the school relies on consent as a fair condition for processing, it will adhere to the 
requirements set out in the UK GDPR. The school will keep records of consent obtained to 
demonstrate compliance with consent requirements.  

 

 



 
 

 

5  May 2022 

  MIR/SAB 

For special categories of personal data, the school will meet one of the special category conditions for 
processing which are set out in the UK GDPR and Data Protection Act 2018: 

▪ The individual (or parent) has given explicit consent. 

▪ It is necessary in order for the school to carry out its obligations under employment, social 

security or social protection law. 

▪ It is necessary to protect the vital interests of an individual who cannot give consent. 

▪ The information has already been manifestly made public by the individual concerned. 

▪ It is necessary for conducting of defending legal claims. 

▪ It is necessary for reasons of substantial public interest. 

▪ It is necessary for assessing the working capacity of an employee. 

▪ It is necessary for archiving purposes in the public interest. 

 
Specified/Explicit/Legitimate Purposes for Data Processing 

The school will only collect/process personal data for specified, explicit and legitimate purposes. These 
include: 

▪ Ensuring that the school provides a safe and secure environment; 

▪ Providing pastoral care; 

▪ Providing education and learning for children/pupils; 

▪ Safeguarding and promoting the welfare of children; 

▪ Providing additional activities for children and parents (e.g. activity clubs); 

▪ Protecting and promoting the school’s interests and objectives; 

▪ For personnel, administrative and management purposes; 

▪ Fulfilling the school’s contractual and other legal obligations. 

 

Disclosing Personal Data 

Personal data is not to be disclosed to anyone within the school who does not have the appropriate 
authority to receive such information, irrespective of their role or their relationship to the data 
subject, unless they need to know it for a legitimate purpose. 

Emanuel School will not normally share personal data with anyone outside of the school without 
consent but there are certain circumstances where the school may be required to do so. Before 
sharing personal data outside of the school, staff should: 

▪ make sure they are allowed to share it (see Lawful Grounds of Data Processing); 

▪ ensure adequate security; 

▪ make sure that the sharing is covered in the Privacy Notice. 

 
The school will share personal data with law enforcement and government bodies where we are legally 
obliged to do so: 

▪ Prevention or detection of crime and/or fraud; 

▪ Apprehension or prosecution of offenders; 

▪ Assessment or collection of tax owed to HMRC; 

▪ Legal proceedings; 

▪ Research and statistical purposes, as long as personal data is sufficiently anonymised or consent 

has been provided. 
 

Keeping Children Safe - The school will also share information where the disclosure is required to 
satisfy our safeguarding obligations. The UK GDPR or the DPA 2018 does not limit the sharing of 
information for the purposes of keeping children and young people safe. The statutory DfE guidance 
Working Together to Safeguard Children states that “effective sharing of information is essential for early 
identification of need, assessment, and service provision to keep children safe”. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/942454/Working_together_to_safeguard_children_inter_agency_guidance.pdf
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The school follows the guidance Information Sharing – Advice for Practitioners providing safeguarding 
services to children, young people, parents and carers (July 2018).  

Data protection legislation permits the sharing of special category personal data without consent 
where it is to keep a child or young person safe from neglect or physical, emotional or mental harm, 
or if it is to protect their physical, mental or emotional well-being. 

The school will comply with the remainder of the data protection principles when making a permitted 
disclosure. 

An Individual’s Legal Rights including Subject Access Requests 

 

One of the key aims of the UK GDPR is to empower individuals and give them control over their 

personal information. 

 

The Right of Access - In addition to the school’s responsibilities when processing data, individuals/data 

subjects have specific rights, including access rights to data held by a data controller. These rights are 

“subject access rights” or the rights to make “subject access requests (SAR)”. This can be done verbally 

or in writing, including via social media. Such requests will be dealt with promptly in line with agreed 

procedures and legislation. Detailed information regarding an individual’s right of access can be found 

in the school’s privacy notices. Staff should refer to the Procedure for Responding to Subject Access 

Requests.  

 

The Right to be Informed – Individuals have the right to be informed about the collections and use of 

their personal data. This is a key transparency requirement under the UK GDPR. The school’s privacy 

notices are written in clear, plain language that is concise, transparent and easily accessible.   

 

The Right to be Forgotten – Individuals hold the right to request the deletion or removal of personal 

data where there is no compelling reason for its continued processing. It only applies in limited 

circumstances (i.e. where processing is based upon consent and the individual withdraws consent or 

the personal data was unlawfully processed). 

The Right to Rectification – Individuals have the right to have personal data rectified if it is inaccurate 

or incomplete. 

The Right to Restriction - Individuals have the right to block or suppress the processing of personal 

data in certain circumstances. If processing is restricted, the school will store the personal data, but 

not process it further, guaranteeing that just enough information about the individual has been retained 

to ensure that restriction is respected in future.  

The Right to Data Portability – Individuals have the right to obtain and reuse their personal data for 
their own purpose. It allows them to move, copy or transfer personal data easily from one IT 
environment to another (i.e. another school) in a safe and secure way, without affecting its usability.  

The Right to Object – Individuals have the right to object (verbally or in writing) to processing based 
on legitimate interests or the performance of a task in the public interest, direct marketing and 
processing for research purposes. 

Individuals can also object to automated individual decision-making, including profiling (i.e. where a 
significant decision is made about the individual without human intervention). 

The Right to Complain – Individuals have the right to lodge a complaint with the ICO where their 
personal information has been processed in a way that does not comply with the data protection 
legislation.  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1062969/Information_sharing_advice_practitioners_safeguarding_services.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1062969/Information_sharing_advice_practitioners_safeguarding_services.pdf
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Data Security 

Emanuel School will protect personal data and keep it safe from unauthorised or unlawful access, 
alteration, processing or disclosure and against accidental or unlawful loss, destruction or damage as 
required by legislation. Staff should be conscious of these requirements when reading and applying 
other school policies. Examples of security procedures are: 

▪ Confidential paper records are kept in locked filing cabinets/drawers with restricted access. 

▪ Access to digital files is on a need-to-know basis; files and folders have granular permissions 

based on roles. File access is monitored and reviewed. 

▪ Staff and governors will not use personal email accounts or personal cloud storage for school 

business. 

▪ Where a member of staff is permitted to take data offsite, it will need to be handled, used and 

stored in a secure manner. 

▪ Where possible, mobile devices are enabled to allow the remote blocking or deletion of data 

in case of theft or loss.  
 
Staff should be mindful of the increased data security risks associated with remote working which is 
now recognised as a more common practice. 

Processing of Financial/Credit Card Data 

The school complies with the requirements of the PCI Data Security Standard (PCI DSS). Staff who 
are required to process credit card data must ensure that they are aware of and comply with the most 
up to date PCI DSS requirements.  

Other categories of financial information, including bank details and salary, or information commonly 
used in identity theft (i.e. national insurance numbers or passport details) may not be treated as legally 
sensitive but can have material impact on individuals and should be handled accordingly. 

CCTV 

Our processing also includes the use of CCTV to maintain the security of the premises and for 
preventing and investigating crime. Cameras are only placed where they do not intrude on anyone’s 
privacy and are necessary to fulfil their purpose. We do not need to ask an individual’s permission to 
use CCTV but we make clear where individuals are being recorded. Prominent signs explain that 
CCTV is in use.  

The school adheres to the ICO’s Code of Practice for the use of CCTV and has a standalone CCTV 
Policy. The school’s use of CCTV is also explained in the privacy notices which can be found on the 
school website.  

CCTV image requests are considered subject access requests and should be directed to the data 
protection response team immediately so that the legally defined response time can be met.  

Technical enquiries about the CCTV system should be directed to the estate director. 

Where footage is required for incidents related to pupils, the head of year will discuss this with the 
deputy head: pastoral first.  

Data Retention 

Personal data will not be kept longer than is necessary for the purpose or purposes for which it was 
collected. The school will take all reasonable steps to securely destroy, or erase from its systems, all 
information which is no longer required. Details of how long information will be retained are outlined 
in the school’s Retention Policy which is available for staff on Firefly.  
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Queries and Comments 

Any queries and comments on this policy should be directed to the data protection response team 
(data.protection@emanuel.org.uk). 


